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EY prototyping tool

Use case: Fighting mileage roll back fraud with Blockchain

id_entity

01_police

02 control station

id_occasion
01.1_car_registration
01.2 car accident

01.3 car traffic offense
01.4_car_change
01.5_car_deregistration
01.6 odometer extract
02.1 emission control
02.2 technical control
02.3_originality_control

03.1_car_purchase

Use case kgy_princigles & rules:

Records (events) are independent, i.e. no need for any logical relation between records The VIN code
(unique vehicle ID) is potentially confidential => will be encrypted with public key of the “01_police” user
Special event “01.6_odometer_extract” is generated by the “01_police” user; e.g. upon off-chain request
and after payment of specific administrative fee

The “01.6_odometer_extract” event records the maximum odometer value (km) for specific VIN (VIN
code is not encrypted) recorded in the blockchain ledger and its note indicates if rollback fraud was
detected

Rollback is detected if: (when_taken.1 < when_taken.2) and (km.1 > km.2)

The “01_police” user can issue a detailed official report with the odometer reading history for specific
VIN code

The above can also be used as a generic “vehicle history“ report since the records can contain different
descriptions and notes

Public can perform different statistical queries on the blockchain ledger (excluding tne “what_vin” and
“how_meny” data)

03 car seller e -
03.2 car sale -
04.1_regular_inspection id vehicle categ id district
04.2_car_reparation 01 L BA SK — —

04 car service - = -
04.3 tire_change winter entity identification and 02M BB SK evidence document (e.g. photo of

. authentification via vehicle’s dashboard with odometer)
04.4_tire_change_summer - assymetric crypto 03 N BE DE remains off-chain; only hash of the
" photo is stored on blockchain

05.1 car wash 040 KE SK e

05 oth 05.1 hotel i - ’m t_ ___________

other .1 hotel service ) ) 05T
encrypted with public key of = MLIT blockchain ledger -
05.3 other service the “01 police” user sample records
— : /
id event when tgken who took _ why_taken what vin what_category where_taken how_many evidence /otes\
0001a ”f . “‘ éi‘ ! 0 r_seller 03.2_car_sale \7/\&[5)?22230071 U 02_M MI_IT 3500 [hash of dashboard.jpg] le of a demonstratiotr\ 1 vehicle
0002a 04_car_servic 3;}1&&“5““‘:“ n %2?22230071A 02_M BA_SK 15 000 hash of dashboard.jpg] oil and oil filter replacement
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EY prototyping tool

Architecture
PC 01 . | Dpos PC 02
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Note

Signature

bl 20mSadcsc01ibE e 1606530411687 30529852 cvc 4

{10151 3a7d4548e 87376023 1bed 455

[linked dacument mercedes_mza_257719 g

Decission
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23 Odometer in Blockchain v2018-09-16 [a] x| () Odometer in Blockchain, v2018-09-16 X
rFilter rAddOns — Status — . . . .
: T Fighting mileage roll back fraud with
s [01_police | o :
s . Blockchain
schema:  [uc_odo_event:1.0.0 1= izl
Records
Lo - - Why KM . Evidence hash
| ooosa 25.09.2018 16:24:48 02_control_station 02.1_emission_cantrol 3400 "
:m 27.09.2018 17:21-54 02_conwol_station 02.2_technical_eontrol 270000 febcl20bsddeSac0iabatels linked do ~ . B
| loowa 27.05.2018 17:24:16 01_police DL&_odometer_extract oM 12 roliback
Luus ] 27.09.2018 17:24:52 01_police OL.6_odometer_antract m amo rollback ¢
| oolda 29.0%.2018 08:55:54 01_police OL6_odometer_extract A5 66 TOTAESAAA96 02 M 270000 roliback ¢
L |0m3a 29.09.2018 08:57:45 01_police 0L6_odometer_extract b22556e03 Sei4doe 02 M 0000 rollback §
_ 0014a 29.05.2018 08:56:33 01_palice 0L.6_odometer_extract WDE2030071A735126 wem Zroon mollbaci g
| ooisa 29.09.2018 14412 01_police 0L.2_car_sccident oM ER 1234
| o016a 29.00.2018 14:46:43 01_police 0L4_car_change x 555 [T 13241234
L |0m7a 25.09.2018 14:32:37 01_police 01.6_odometer_extract WDB2030071A735126 oM 13241234 roliback ¢ .
| s 29.09.2018 14:51:34 01_police OL.6_odometer_axtract WYGLIITLIGI2028 QM 1434 rollback -
| 0015 29.00. 2018 19:15:54 01_police 0L3_car_traffic_offense LT &5 B 02_M -] 14
0020a 10.10.2018 12:11:42 01_police 0L.2_car_accicdent 2255666372757 5 iGe 02_M BA_SK 45000 a0132a0c)fOETo448594Ed1 linked do EY
EY, 2018, All rights reserved
1
23 View record x {2} Blockchain monitor
rDetails Transactions of application [Ddometer in Blockehain v201B-09-16] and schema [ue_odo_svent:1.0.0] Witness activity
Record 1D weid - - ue_who - ue_why - ue_what_vin - |t what_categer - |uc_when . |
4] L 00082 IS.09.01816:3445 02 contrel_station 02.1_smission_control WDAIIIC0TIATS1I6 02 m
= '.2.7‘09'2013 PR | 00038 27052018 17:21:54 02 control_stabion 02.2_technical_contrel Th22656e63TITITITAES64006e 02_M BA
[Actions ——| N = |oois  oma0lsiTaane 0a_police 0L6_odometer_exiract THIIES6EE3TETITUTE65641968 12_M nfa
Who 02_control_station | |ooua Z7.09.2018 17:24:52 oo_police OL.6_pdomiter_gextract THIIOGR0ITITITIFAGIGAI00E 02 M nfa
- - ] . - L33 WORI0ISOESES) 0 _police 0L.5_pdomater_axtract ThIIE6REITITFITH6S6AI0GE 02_M na
- - Wihy: |02.2_technical_control | lom3a  mpsamsoesmas 01 police OL5_odametar_oxtract FEIIEMCOITITIMITRSGAI90E 02N nfa
; 014a  908.20180858:3  01_police 0L6_odamener_extract WDRIDOTIATAS126 M nfa
L | WhatVIN WDB2030071A735126 (00133 29.09.2018 U412 01 polics 012 _car_acckdant ThIIEEROTITITITAGS6AI90E 02 W &R
F . 0018 29.08.2018 144041 D1_police 014 _gar_changs THIHGEEITITTITA6568000€ 02_M [
What cat 0z2_m o 00173 2908018 S1IT 0O_poliss 0L5_odameter_oxtract WDAIII00TIATISIZ6 02 M nfa @At :i:}? E:al
. ko . |oa18a 29.05.2018 14:92:54 01_police 01.6_odometer_exrict WVGTITTLIAO652028 02_M nfa 145, D146, y
Where: aa E 00158 29.09.2018 19:15:54 0a_police 003 _car_traffic_offerse TLIIES6e63ITITITTHE6AI968 02 M BB
00208 10102018 121142 0e_police OLZ_tar_socsdent ThITE6R0ITITINITAGI0AI00E 02 M BA_SK ~Blocks interval loaded
KM 270 D00

T from: [ 229.2018 14:47:20)

TX to: 10102018 10:11:50]

Status Actions TX days: | 17,81
. - - selected record: |1/ 14 T count: | 14 I
BB oo 1aa0 | EY || e tion | 0000045

Firstblock: | 1287 388
Lastblock: | 1795 066 |
Blocks count: | 07 678 |
Blocks per TX: | 21677,00|
Blocks f min: | iz!

Transactions confirmed
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Blockchain ako jednoducha databaza

RelaCna databaza

Jednoduchéa databaza
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Zakladné stavebné bloky blockchainu
Kryptografickda HASH funkcia

Hash je jednosmerna funkcia, ktora zo vstupného retazca akejkolvek dizky vypogita
vystupny (obvykle kratky) retazec fixnej dlzky

Podobné, ale nevyhovujuce: parita, CRC, MD5, obvykle pouzivané: SHA256

HASH viem rychlo vypocitat, ale z daného HASHu nevieme vypocitat’ aky bol vstupny text

Iny vstup produkujuci rovnaky HASH viem teoreticky vypocitat, ale len s extremnym
vypoctovym vykonom, no najdeny vstup nebude davat zmysel
Mala zmena vstupu (napr. 1 bit) spésobi velki zmenu HASHu:

abc © EDEAAFF3F1774AD2888673770C6D64097E391BC362D7D6FB34982DDFOEFD18CB abC ©
CD655CE2BE7D42A0D7255326DAFDE8F87F17DF5131247819F715D9223FEF2662 ab c ©
D1BCD337B7A3F564F38AFC5888A638A30343398FD686580628C480EED0354CB9

V blockchaine sluzi obvykle na previazanie blokov blockchainu, ich zabezpecenie proti
zmene, pre PoW vypocCet alebo uloznie kratkeho odtlacku suboru, kedy samotny subor je
ulozeny off-chain

[ATBICIDIE[FIGTH]

% Ch(£,F, G) = (EAF)o(~>E AG)
:.;,H Ma(j4,B, C) =(A AB) o(4AC) ©(B AC)
o me E,(v4) = (43g>2) © (A">13) © (422)
sl [ T (D) - (FA6)O(£;~>11)O(£1>25)
i ' 1 The bitwise rotation uses different constants for SHA-512. The given
L } Lu;j numbers are for SHA-256.

NN N N The red ffl is addition modulo 232 for SHA-256, or 2% for SHA-512
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Zakladné stavebné bloky blockchainu
Blok

Blok vznika periodicky (aj prazdny) vzdy presne danom Case pre kazdy
blockchain (Bitcoin 10 minut, moderné blockchainy aj 10 sekind)

Obsahuje hlaviCku a samotné transakcie za dané Casoveé obdobie

HlaviCka obsahuje Casovu znamku, HASH predchadzajuceho bloku a
HASH ulozenych transakcii

Block01
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Block01 Block02

*
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Ako vznika blockchain

e -

Uzly overia transakcie v
aktualnom bloku.
Pomocou dohodnutého
konsenzualneho

Vznik transakcie. ktord Transakcia je zaslana niektorému
z uzlov siete; tento ju poSle

chceme zapisat do ! :
ostatnym uzlom; transakcie za

blockchainu L . . i i
dany Cas su zoskupené do bloku algontmu'sa vybe'rle ! .
v ” uzol, ktory zostavi novy
blok a ziska za to
& ! odmenu.
Osoba A Osoba B
Potvrdenie o zapisani / - m =

transakcig . \ /
£ ‘ \

VSetky uzly dostanu novy blok a zaradia
si ho do svojej kdpie blockchainu

Novy blok sa prida na koniec blockchainu a odoSle sa
ostatnym uzlom
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Co je blockchain

T
Blockchain je distribuovana databaza rozumne zvolenych malych zaznamov (transakcii,
sprav alebo udalosti)
Zaznamy su uozené do kryptograficky prepojenych blokov a tym su chranené pred
zmenenim alebo zmazanim

Novy blok je replikovany na vSetky uzly siete
Blockchainova siet tym tymto zabezpecuje dostupnost, autentickost' a nepopieratelnost
uloZzenych déat a nastoluje vSeobecnu dbéveru

Data su viditelné vSetkych uzivatelom siete, niektoré vSak mo6zu byt chranené Sifrovanim
Uzivatelia sa jednoznaCne zhodnu na autenticite a pravdivosti zaznamov v blockchaine
bez potreby centralnej autority (sudcu, arbitra)

Dal3ie potrebné data, ktoré nechceme ulozit do blockchainu z dévodu dévernosti alebo

velkosti, m6zu byt ulozené off-chain a v blockchaine len ich HASH a tym zabezpecCit
nepopieratelnost

ﬁﬁ' ﬁ' ( Centralized L Sy
_ == architecture M M‘
-
Decentralized F
= architecture <> <>
ik m o\ T i
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Blockchian - dalsie témy

ppa e & et =

Konsenzualne algoritmy - PoW, ine
PoS a

ProofofWork vs Proof of Stake

it ZZ fl

proof of work is o requirement to define on Proof of stoke, the creator of a new block Is
expensive Computer calculation. aiso ca U e chosen In a deterministic way, depending on its
d mining wealth. a/so defined os stake.

Kryptomeny a tokenizacia asetov

S vin I
e ————

A reward is given to the first miner wha solves The PoS systém there is no block reward. so.

each bjocks problém, the miners také the transactlon fees.

E
thousand time s more cost effectlve.

*
SMART contaracts - Ethereum, 2015 m o

NetWork miners compete to be the first to f Ind
a solutlon f or the mathematical problém

Zero knowledge proof
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Information security in Blockchain
Decentralised vs centralised processing

We have to ensure:
+ Confidentiality
* Integrity
+ Availability

Asymm. encryption

D O C I
N
Authentic Non repudiable " C X ‘/
J

Immutable

N

Permanent

Redundant

Fast

. Consensual

L
@) My solution leads to:
«  Distributed * Open

« Immutable

=]
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When to use blockchain
Typical "symptoms"

When it is necessary to maintain and track
important transactions or events in a
transparent, reliable, permanent
and incontestable manner

When a reliable audit trail or time stamp
are needed with respect to records of these
transactions or events

When the data in question is generated
and shared by several organizations
(entities who do not share information
system)

When organizations do not plan to use a

central trustworthy authority for the
purposes above.
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Do you need & shared, NO
vonsistent data store?

CONSIDER: Emall / Spreadsheets

N
e
b

Your data comes from a singhe entity,
are Dypically used when data

the data store?
CONSIDER: Encrypled Dalabae

Does more than one NO Blokctains
wompses fromm mbiple sntdjes,
entity need to
i 3 CONSIDER: Dalabase
contribute data 3 CAVEAT: Auditing Lise Cases
\—I—/’ A
— AUDITING T
Blockchaing do not allow modifications
Data records, once NO of historical data; they are strongly
wiritten, are never suditable
updated or deleted?
COMSIDER: Databacs
- A
YES I
" vou showkd not write seasithe information
Sensitive identifiers NO & Blockchain Wl requires medinm 1o los
WILL NOT be written to Thir o

: =

Are the entities with
write access having a NO
hard time deciding who
should be in contral of
the data store?

| there are no trust or control issues
awer who runs the data store, traditional
U should suffice

L CONSIDER: Managed Database

~

A

If you don't need to audit what
happenead and when it happened,

you don't need a Blockchain

Do you want &
tamperproof log of all
writes to the dats store?

CONSIDER: Database

P

You may have &
ful Blockchain

Blockchain Technology OverView
NISTIR 8202:_https://nvipubs.nist.gov
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Blockchain fundamentals in XLS
Hash, chain, mining
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The information contained in this presentation is intended to provide
general guidance. It is not intended to replace the specific advice
which should be sought from an appropriate professional advisor
before taking any particular course of action.
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