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What is blockchain
Working definition

r?-‘ P T
Blockchain is a distributed ledger of meaningfully-selected smaller data records - so-called
transactions, messages or events

These records are grouped in interconnected blocks which protect them permanently from
modification or deletion

A new block of data is replicated very quickly and automatically onto all nodes in the
blockchain network

Using modern cryptographic algorithms and communication protocols, the blockchain network
can ensure availability, authenticity and indisputability of recorded data

Data is visible for all blockchain network users, except for confidential data which may be
protected by encryption

Users are able to agree unequivocally on the authenticity and reliability of data in blockchain
(reaching consensus), even without the need for a trustworthy arbitrator

Other related data files can be linked with records in blockchain by storing only a file reference
and its hash (unique digital "fingerprint”) in the blockchain network
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Key building block of bockchain
Hash function

A hash function creates an encrypted digital output from any

Text

digital input (abe)

A good hash function is any one way function (not possible to
restore input data from hash) that can be used to map data of

arbitrary size to data of fixed size, with slight differences in
input data producing very big differences in output data. Function f(X>

Not possible to find other meaningful input data producing

same hash

Common hashes - MD5, SHA1, SHA256 )

Example SHA256 hashes: (0bee89b07a248<le-|23c883fc3d5951213c1)

abc® EDEAAFF3F1774AD2888673770C6D64097E391BC362D7D6FB34982DDFOEFD18CB  abC  »
CD655CE2BE7D42A0D 7255326 DAFDE8SF87F17DF5131247819F715D9223FEF2662 ab c n
D1BCD337B7A3F564F38AFC5888A638A30343398FD686580628C480EED0354CB9

Hashing gives you confidence that information being received has not been tampered with
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Then "blockcham" process

In a nutshell

An exchange of information or
a transaction between A and B
is initiated.

+

Person A Person B

Person B receives the information.
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The transaction is submitted to the
network and cryptographically secured.
Transactions are grouped into a "block”
that is "signed off” with a hash.

£

N/ &
\/\:3/\
I D>

All parties on the network can view the
transaction block, with access rights determined
by a system of public and private keys.

The network works to
validate all transactions in
the current block by
collectively solving a
cryptography problém.
Only when the majority of
parties on the network
validate the transaction
does the transaction
proceed.

Once validated, the transaction is added to
the current block. Each block contains the
hash, or signature, of the preceding block
linking the new block to the chain via the
same cryptographic techniques.
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Information security in Blockchain
Decentralised vs centralised processing
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When to use blockchain
Typical "symptoms"

When it is necessary to maintain and track important
transactions or events in a transparent, reliable, permanent
and incontestable manner

When a reliable audit trail or time stamp are needed with
respect to records of these transactions or events

When the data in question is generated and shared by
several organizations (entities who do not share information
system)

When organizations do not plan to use a central trustworthy
authority for the purposes above.

Page 10 EY



When to use blockchain
Sele__ction of EY BC

https://ﬁ
cointel

BNP, EY Complete Blockchain Trial for
Internal Treasury Operations

EY creates the Wine Blockchain with the goal of certifying and comrnunicating the quality and
geographlcal origin of wines made in Italy. Involved in this project also the EzLab startup.

Thanks to a partnership between EY and EzLab, the Wine Blockchain was bom to certily the
wholetraceabilityofwine production, allowingto guarantee quality, provenanceand production

Accounting and consulting firm EY, part of Emst & Young Globul Ltd, seid on

cm th

Wednesday it wos las

K LONDON (Reuters) - Consultancy EY, data security flrm Guardtime,
Microsoft and ship operdtor Maersk have joined to build a blockchain-
based marine insurance platform tbat will be the first real-world use of

the nascent technology in the shipping industry.

or groups of

cars and trucks, F

unnamed partner within the next g
AN INTErY e,
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When to use blockchain
Key element in the mosaic of disruptive" technologies
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Blockchain taxonomy 1/2

Consensus algorithm

/\

With mining Without mining
Proof of work Proof of stake Delegated Proof of Practical Byzantine Proof of authority
(Bitcoin) stake (SpohiaTX) Fault Tolerance
PBFT
(Hyperledger)
Proof of elapsed Proof of capacity Proof of activity —
time - PoET - Burstcoin (Decred)

Proof of weight Unique Node Proof of burn-

PoB

PoW (Filecoin) Lists - UNL (Slimcoin)
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Blockchain taxonomy 2/2

Ownership/access

e T

PUBLIC PRIVATE CONSORTIUM
(Bitcoin,
Ethereum)
Programming Secrecy
No smart contracts With smart No - public Zero knowledge
(Bitcoin) contract (Bitcoin) proof (Zcash,
(Ethereum) Nuggets)

Page 14 1 January 2014 Presentation title EY



Blockchain in general
Brief description, advantages, when to use

Stadia
Zadanie, navrhovany obsah, EU a blockchain

Priklad vyuZitia, EY prototypovaci nastroj
Blockchain proti stac¢aniu kilometrov v autach

Blockchain fundamentals in XLS

Hash, chain, mining, consensus

EY



European
Commissior

THE EU BLOCKCHAIN OBSERVATORY & FORUM

About Contribute Announcements Donortc Events Map Knowledge Noteworthy -
Ob] ng WepOItS
i An mi nam
EU
BLOCKCHAIN
OBSERVATORY
& FORUM

18 =

Blockchain Innovation,

Government services
and digital identity -

in Europe - Vienna O
; il ¥ Brussels T
o) - Y e A he o
T - g s o, P T Workshop report - Workshop report - GDPR - Workshop report - Blockchain
S i ‘v Y = » Government Services and Brussels, Dune 8 2018 Innovation in Eurépe - Vienna,
o . gl digital identity - Brussels, Duly 5 May 22 2018
= Y ¥ =2 Saed ™7 e
v ooy e P - 2018
N . . T e
e ViR o= et
¥ = i an ™ Read more | >

Read more | 3 Read more | »

Over 1000 stakeholders actively engaged, representing industry, innovative start- ups,

public authorities, universities, civil society organisations (...)

Working together to accelerate blockchain innovation and the development of a
blockchain ecosystem within the EU. Cementing Europe's position as a global leader
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in this transformative new technology.

#EUBIockchain
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European
Commissior

THE EUROPEAN BLOCKCHAIN PARTNERSHIP

gD
o B

#EUBIockchain

The Blockchain partnership declaration launched
at Digital Day 2018, represents a commitment
by Member States to work together in the
establishment of a secure and resilient
European Blockchain Services

Infrastructure (EBSI) to support cross-border

digital public services.

By end of 2018, the Partnership will provide
recommendations on:
1. A set of use-cases for digital public

services that can be deployed through the
EBSI

2. A description of the functional
specifications of the EBSI

3. A governance model forthefuture
development and operations of the EBSI



Hlavné zainteresované strany (Stakeholders) M

1. Vladda SR a ministerstva
2. Statne organizacie, Grady a agenttry: UPPVII,
UHP, NBU, NASES a iné

Centra pre financné inovacie na MF SR
Organy miestnej statnej spravy

Zdruzenia: Blockchain Slovakia, Slovensko
Digital a iné

6. Fakulty univerzit zameraneé na IT
Dodavatelia IT rieseni

8. Dalsi podla jednotlivych projektov

a koW

~
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Hlavné planované stretnutia
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MV SR

MF SR

Centra pre financné inovacie na MF SR
MSVVaS

MDVR SR

Blockchain Slovakia, Slovensko Digital
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Zameranie Studie 1/2
(podla ¢lanku 3 Zmluvy)

£ TR

a) zmapovanie sucasného stavu rieSeni eGovernmentu (stratégii,
planov, ukonCenych a prebiehajucich projektov) a ich obmedzeni a
nedostatkov, ktoré je potencialne mozné adresovat zavedenim
,blockchain“ technoldgie,

b) zmapovanie dalSich poziadaviek a potrieb na dostupnost,
spolahlivost a bezpecnost sluzieb a udajov poskytovanych obCanom
verejnou spravou, ktoré je potencialne mozné adresovat zavedenim
,blockchain“ technoldgie,

c) identifikovanie rozdielov medzi suCasnym a pozadovanym stavom (v
zmysle dvojice pismen vyssSie),

d) identifikovanie triedy problémov, ktoré je mozné riesit
implementovanim distribuovanych a decentralizovanych technoldgii,
k akym patri aj blockchain,

Page 20 EY



Zameranie Studie 2/2
(podla ¢lanku 3 Zmluvy)

e)

f)

g)

£ TR

kvalitativnhe (a ak je to mozné a relevantné aj kvantitativne)
porovnanie jednotlivych distribuovanych a decentralizovanych
technoldgii (s dérazom na technolégiu ,blockchain") voci ,tradiCnym"
technologiam pri rieSeni danej triedy problémov,

ramcove definovanie potencialnych projektov (predmet, ciele,
harmonogram, zdroje, predpoklady a suvislosti s inymi projektami)
pre aplikacie (,use cases"), v ktorych sa ukaze ako vyhodné rieSenie
technologia blockchain,

navrh mechanizmu podpory spolocnosti typu a/alebo sluzieb typu
Jfintech” (typicky malé a stredné podniky) v SR, aj s vyuzitim
financovania z Operacného programu integrovana infrastruktura,
prioritna os 8.

Page 21 EY



Hlavné ciele Studie 1/3
(podla clanku 4 Zmluvy)

——

a) poskytnutie prehladu o zakladnych principoch a prvkoch

b)

d)

,blockchain" technologie a jej uplatneni v ramci e-Government
aplikacii a sluzieb obanom,

prehlad vyhod a nedostatkov aplikacie , blockchain” technoldgie v
prostredi e-Governmentu,

definicia tém, otazok a vyziev v skimanej oblasti pre najblizSie
obdobia (infrastruktura a architektura suCasného e-Governmentu v
SR, ,blockchain modely", legislativhy ramec, centralizovany model
vs. decentralizovany model, bezpecnost, finanCna udrzatelnost,
rezistencia voCi zmenam, pripravenost verejnosti a pod.),

prehlad potencialnych kltuCovych uloh a roli Statu pri adopcii
,blockchain" technologie,

Page 22 EY



Hlavné ciele Studie 2/3
(podla clanku 4 Zmluvy)

e)

f)

g)

h)

=

poskytnutie prehladu o suCasnych vyznamnych iniciativach
veducich k zavadzaniu ,blockchain” technoldgie na Grovni EU a

v prostrediach verejnej spravy ¢lenskych Statov EU,

poskytnutie detailného prehladu o najvyznamnejSich aplikaciach
(,use cases") zavedenia ,blockchain" technoldgie v prostredi
eGovernmentu v podmienkach SR a ostatnych Clenskych krajin
EU,

ramcovy prehlad potencialnych dopadov aplikacie , blockchain™
technoldgie na efektivitu a ucCinnost aktivit a sluzieb poskytovanych
Statom,

ramcovy prehlad potencialnych dopadov na obCanov vyuzivajucich
sluzby, ktorych fungovanie je zalozené na aplikacii ,blockchain”

Page 23 EY



Hlavné ciele Studie 3/3
(podla clanku 4 Zmluvy)

=

1) prehlad tzv. ,quick wins" pri aplikacii ,blockchain” technologie v
prostredi e-Governmentu,

j) rozSirenie povedomia o vlastnostiach a moznostiach technoldgie
,blockchain" medzi pracovnikmi zodpovednymi za riadenie
budovania eGovernment rieSeni,

k) podpora malych a strednych podnikov typu , fintech” v oblasti
rozvoja ich sluzieb v SR,

) vypracovanie odporGéani na realizaciu aktivit zo strany UPPVII,
vychadzajucich z hore uvedenych vystupov Studie, vratane
indikacie Casovej postupnosti tychto aktivit.
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EY prototyping tool
Use case: Fighting mileage roll back fraud with Blockchain -

id_entity id_occasion Use case key principles & rules:

01.1_car_registration Records (events) are independent, i.e. no need for any logical relation between records
The VIN code (unique vehicle ID) is potentially confidential => will be encrypted with public key
of the “01_police” user

Special event “01.6_odometer_extract” is generated by the “01_police” user; e.g. upon off-chain
request and after payment of specific administrative fee

The “01.6_odometer_extract” event records the maximum odometer value (km) for specific VIN

(VIN code is not encrypted) recorded in the blockchain ledger and its note indicates if rollback

01.2_car_accident

01.3_car_traffic_offense

01_police 01.4_car_change

01.5_car_deregistration

01.6_odometer_extract

02_control_station

02.1_emission_control

02.2_technical_control

02.3_originality_control

fraud was detected

Rollback is detected if: (when_taken.1 < when_taken.2) and (km.1 > km.2)
The “01_police” user can issue a detailed official report with the odometer reading history for

specific VIN code

The above can also be used as a generic “vehicle history“ report since the records can contain

different descriptions and notes

Public can perform different statistical queries on the blockchain ledger (excluding the

“what_vin” and “how_meny” data)

03.1_car_purchase

03_car_seller 03.2_car_sale ® ‘ I&W
04.1_regular_inspection | id_vehicle_categ M id_district
04.2_car_reparation’ 01 L BA_SK
04_car_service : :
04.3 tire_change_winter entity identification and 02_M BB_SK evidence document (e g. photo of
04.4_tire_change_summer authentification via 03 N | BE_DE vehicle's d;Shhb(?ard "Y“hh Od;’mfe:sf)
« assymetric crypto remains off-chain; only hash of the
05.1_car_wash " 04 O KE_SK photo is stored on blockchain
05.1_hotel_service ’ |05 T MI_IT | | l t —a
05_other encrypted with public key of blockchain ledger -
. the “01_police” user sample records
05.3_other_service »
id event when taken who_took /why_taken what_vin "what_category where_taken how_many evidence V notes
7 WDB2030071 - sratort
0001a 10102017 O3carseller | 03.2_car_sale 735126 : MIIT 3500 ghqﬁhbg;,d - o o Or & demanstratior ‘
. 23.09.2018 R i 04.1_regular_in %g?2283007 X N [hash of oil and oil filter |
0002a 11:10:05 04 car service spection BA SK 15 000 dashboard.jpg] replacement
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23 Odometer in Blockchain v2018-09-16 [a] X
rFilter ~AddOns rStatus —
User: il}l_polnct E | Al . .
schema:  [uc_odo_event:1.0.0 E ‘ fHcoith =4
Records
[ | Wha =] Wiy - \what VIN - What category . | Where - KM - Evidence hash
25.09.2018 16:24:49 02_contral_station 02.1_emission_control WOB2030071AT25128 QM BA 23400
27.09.2018 17:21:54 02_conwol_Station 02.2_technical_cantrol n2P6562E17 2757 074E5544050 2 M BA 270000 fese120b5ddes2e012081e1s linked g
27.09.2018 17:24:16 01_palice 01.6_odometes_extract 7 r 0z_m 1z roliback ¢
27.09.2018 17:24:52 01_police 0L.6_cdometer_axtract 02 M mom roliback ¢
29.09.2018 D8:55:54 01_palice 0L6_odometer_eatract 27000 rollback |
29.09.2018 08:57:45 01_police 0L6_odometer_axtract 270000 rollbackt
29.09.2018 08:38:33 01_palice 0L.6_odometer_extract 2m000 rollback ¢
25.09.2018 14:41:23 01_police L2 car_sctadent ER 1234
20.00.2018 14:45:43 01_police 0L4_car_change [ 13241234
29.09.2018 14:52:37 01_palice 0L.6_odometer_eatract 13241230 roliback ¢
25.09.2018 14:32:34 01_police 0L.6_cdometer_axtract 1234 rollback ¢
29.00. 2018 19:15:54 01_police 0L3_car_traffic_offense -] 14
10.10.2018 12:11:42 01_palice 0L.2_car_accident BA_SK 45000 a01f3230c1f0ETRABSME! linked oo
1
23 View record x {2} Blockchain monitor
r Details
Record 1D: 10009 weid - wx_when ug_who
A | | 00083 I5.09 2018 16:24:45 02_contred_station
- When [27-09.2018 17:21:54 _ loonsa  zrosamsiraLsA 02_comtrel staen
[Actions ——| e I = |oois  oma0lsiTaane 0a_police
Who [02_cantrol_station | lomms  zresamsizaasz 0o police
. l0012a  9.0R.21S0Es5S1 03 police
Why l02.2_technical_control = [ (ke o ol
fresereon — - 014a  908.20180858:3  01_police
WDB2030071A735126 & | omsa  mpemsuearz o polies
F (00164 29082018 14:48.48 01 podice
0z_m E 00173 2908018 S1IT 0O_poliss
. n |0018s 29083018 14:5354 01 police
aa E; loo1sa 209201819550 01 police
00208 10.10.2018 12:11:42 01_police
KM: 1270 DOO
fe5c120050ac5200120a78 160653041 16873052 95a52COC Al
{10161 3470454887 376023 Lbed 455
i (e Aecamant marcaies o BETTIE G
Signature: . i =]
<
Decission Status Actions
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(23 Odometer in Blockchain, v2018-08-16

Fighting mileage roll back fraud with

Transactions of application [Odometer in Blockchain v2018-09-16] and schema [ue_odo_svent:1.0.0]

Blockchain

EY, 2018, All rights reserved

Selected record:

1/14

. -- Elocks to reload: (1440

u_why

02.1_smission_contred
02.2_technical_control
0L6_pdemeter_exiract
OL.6_pdomiter_gextract
0L.6_cdometar_axtract
OL6_sdometar_oxiract
0L.6_odometer extract
01L.2_car_accidant
0L4_gar_change
0L5_sdameter_ewiract
01.8_odometer_erract
01.3_gar_traffic_offerse
OLZ_tar_socsdent

=3 ue_what_vin

WDA10300TIATIS1I6 02m
Th2656e6ITITITOTHE6400e 02 M
TULIeS6Ee3ITITITITHM04068 02 M
THZIEEGR0ITITITITAGIGAIT0E 0Z_M
ToIIESHRCITITIFTWOAIPGE 02 M
THEICOITITITITANGAA50E 02 M
WOBII0TIATIS126 0z M
ThII0ITITITOTA65644500 02 M
TOIHEeOITITIOTAE568480e 02_M
WDA203I00TIATISIZE 02_m
WVGTITTLIAO652028 02_M
TLIIES6e63ITITITTHE6AI968 02 M
ThIIESeR0ITITITUTAGS0AIT0E 0Z_M

- N

- |t what_categer - |uc_when . |

Witness activity

[ JELH m1a10.

Sids Gids  mis

Blocks interval loaded

Firstblock: | 1487 388

Lastblock: | 1795 066 |

Blocks count: | 307 678 |

Blocks per T: | 21877,00]

Blocks f min: | 12|
"—.Tlansm:tlr;ﬂ-smconhrvn.e.a E

T from: [ 229.2018 14:47:20)

Tt [10.10.2018 10:11:20]

TX days: | 17.81)

TX count: | 14]

EY TX per block |

0000046




EY prototyping tool

Architecture
IR
PC 01 POW P0S ' D-PoS EEi02
MS Access Forms + VBA rminer vahd;tor witness /\ MS Access Forms + VBA
MS Access VBA BC library \A7 MS Access VBA BC library
e \7
gateway (wallet) A\ |bcal DB local DB BC gateway (wallet)
/ %7 - N \
W|t. wit.
= = "
Ll

<3

A\

ﬁe
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Use case Identification
BC protocol design
Feasibility study / CBA
Working prototype

[ voer o o s i e,

[1.1_order_sent]
A= B)
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one tier below:
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Cbecomes B

Ma

A

n .J_Wde!:_nut?_awq:ted] [I.Z_nr_dar_a::nmad]
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mssage Nilter
oot nsg 0 oot T S— | o (ramasien 58 (o) || Sophia T EY
Taggle encryption: [ Sendertierto  ftser 4 “m e a7amssase B |
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1
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and qrY No
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Yes W
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=Bj

(A
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sent
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delivery
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Blockchain fundamentals in XLS

Hash, chain, mining / validating, consensus | .

Proof of Work (Pow]
biocxa nees T it e e 1
i = TR T Plaintext Cipheriext Phaintext
: et 63t tes Loty > > >
n b e simani
L @ Sender Encrypl Decrypt Reciphnt
[ == it (= i = b
51{I7DIS«jp ¥ =
COfWiFly 3024 e
HUGJUQNgG
] is - ??:B o ey Oiffe reni keys are used to
AnTdsanm N i encrypt and decrypt message
i P 188 Yy
" i i
E L & paassy
i (37" BTVBTai 512 L7IuSK | p
i 134 *UM2ni
n 10 A =
i 5 -rm6DKC FEAIHPPO i :
n # e
i B xobaP Public Private
B i Key
a T ‘obsadenie rulety vkladmi validatorov]
& + L
4 |Illlﬂw o
T (et
| i A valtotor 4 s
— T = =, = T == e
000 0 T ey
minymaw
s 1m0 ) 550
2800 w0 B =
] S 2 2
i e 15 il T
o I e =
B PUltAK(f PUHAKf xi i
5 n Ef ;E P et
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I Xt e e v v 3t pe st 7 ey i$ used to ericrypt
" T
i
A 4 4 *x
i wyhrie bmfidcor, 4 [T
= g ) =30 a0 b e 5‘ posicis ¢ Bhges Sustive:
[, N T A T S I T 5 R AL T Disic s Bimve) sume
I ¢ 62 DR 5 - S L Bt R
‘hash nového bloku ERPKPES tERpKPES tERPKPES flUtpb42 flUtpb42 AUtpbA2 fIUtPD oo it i patitia » Buem sustioe
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|mam JajdIhsi blockchain? [ e = iy i o F=
|munarPre synchronizacii : 6
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The information contained in this presentation is intended to
provide general guidance. It is not intended to replace the specific
advice which should be sought from an appropriate professional
advisor before taking any particular course of action.
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